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Determining System Effectiveness in Meeting Security Goals
Every organization strives to ensure security of data and systems used. Each system security has particular goals that it is supposed to accord the organization using it. System security goals refers to the goals that the security systems put in place are intended to achieve in terms of provision of security (Kim, & Solomon, 2016). Security goals include confidentiality, integrity and availability of data and information. Organizations come up with security systems that are intended to protect the sensitive information of the organization from unauthorized persons. The goals that an organization has in terms of protecting its data forms the basis through which the security system will be designed and installed. This will make sure that the security system performs according to expectation and that it will assist the organization in achieving the security goals for which they have installed it (Force, 2017). This paper will therefore focus on how to detect if the security system is meeting its goals, how to verify the controls and determine whether the controls are getting the job done and the auditing procedures that need to be implemented in the organization in order to ascertain if the security goals are being met.
How to Know if a System is Meeting Security Goals
Security systems need to be checked regularly in order to ascertain if they are meeting the security goals that they were created for. This is important as it ensures that the information of the organization is protected at all times and that the integrity of the information is maintained at all times (Kim & Solomon, 2016). The following are some of the ways and methods of determining if the system meets the security goals.
Assessment of Availability of Data
One way of checking if the security goals have been met is checking if the information of the organization is still available for use. Organizations stores information in several categories and this can only be accessed by individuals who have been authorized to access the system. The security system is intended to protect the information from being lost or being made inaccessible to the right users. This can be through denial of access of the information due to intentional attacks by fraudsters, natural disasters or through system failures (Ortmeier, 2017). These challenges bring about loss of information that is crucial to the organization. A good security system ensures that the information is not lost by providing firewalls that prevent the access of the information by attackers (Kim & Solomon, 2016). This ensures that the information stored is safe and can be accessed at any time by the organization.
Analyzing Confidentiality of Data stored in the System
Another way of determining whether the security system is meeting its goals is by analyzing the confidentiality of the information. Confidentiality is very critical in the security system as there are certain pieces of information that are only intended for a selected group of people in an organization setup (Kim & Solomon, 2016). The security system is supposed to protect this information from falling into the hands of people that are not authorized or cleared to have access to it. The organization will be able to know if the security system is not meeting its objectives if the sensitive information finds its way to the public. Organizational data can be accessed internally or externally by hackers (Kim & Solomon, 2016) and then spill into the public domain. If this happens, the organization will immediately know that there is a problem with the security system as the information was privileged and thus, they will formulate appropriate measures to ensure that the security system protects confidential information and thus be able to meet its objectives.
Measuring the Integrity of Data
Information integrity is important as it enables most of the users in the organization to rely heavily on the information stored (Kim, & Solomon, 2016). A good security system ensures that data and information are not modified in any way by unauthorized persons which can mislead the organization in terms of the usage of the information. Therefore, the organization can know if the system is working properly if the information stored can be retrieved in the same form that it was stored (Peltier, 2016). The person storing the information can be able to ascertain that the information is in its original form. This should be checked constantly and any slight variation in the data will make the organization to know that the security system is failing and that it is not meeting its goals (Force, 2017). This will therefore trigger a responsive measure in order to correct the situation and thus ensure that the system achieve its goals and objectives
Determining if the Security Controls are Getting the Job Done
The systems controls need to be checked in order to ascertain if they are indeed getting the work done. This can be established if the system controls prevent any form of unauthorized access to the information of the organization (Force, 2017). The fact that there is no information that has been leaked to the public domain will mean that the system has not been penetrated and that the system security controls put in place are fulfilling their work. The organization information is only consumed by the organization and that there are no instances of whereby confidential information have been leaked outside the borders of the organization. This means that the controls are doing their job and therefore they should be even enhanced more.
Another way of knowing whether the controls are getting the work done is through the alerts that may be send by the system in case of any breach of security (Ortmeier, 2017). The security controls are designed to have prompt alerts that are meant to inform the organization if there are any attempts made to infiltrate the system without authorization (Force, 2017). The control sends an alert and goes ahead to shut down the attack. This is important as it assures the organization that the controls are working well and therefore protecting the organizations data. Therefore, as Force (2017) puts it, security controls can be seen to be getting the job done if there are alerts notifying of such security breach. This can be done through penetration testing.
The availability of information for the organization informs that the security controls are getting the job done (Force, 2017). This is in the sense that the information is not modified or erased from the reach of the organization. There are cases whereby attackers penetrate the system and make the information unavailable to the organization. This form of attack causes huge loses to an organization. The system security controls ensure that the information stored is readily available and in its original form and thus one can ascertain that the controls are doing their work (Force, 2017).
Auditing Procedures I Would Implement in my Organization
There are several auditing procedures that can be implemented to ensure that the security system of the organization is working in a good way. 
Vulnerability Assessments
One such procedure is the vulnerability assessments. This involves the identification of the weak areas of the system that may make the organization to be vulnerable to attacks (Peltier, 2016). The process will come up with solutions that will be implemented in order to protect the organization from attacks and thus a safeguard its information.
User Accounts Audit
User accounts audit is another procedure that can be implemented in an organization to ensure system security. Security involves creation of user accounts that are only operated by the authorized user (Hay & Hay, 2017). This procedure will therefore be conducted in order to ascertain how effective the user accounts are and if they can be easily penetrated by unauthorized persons. This is a critical procedure as it strengthens the security system of the company and also ensures that information is only accessed both specific users granted the rights to do so (Hay & Hay, 2017).
Data Transfer Audit
The data transfer audit procedure is essential to the organization as it protects the data from being interfered with in the process of being transferred (Peltier, 2016). The movement of data is verified in order to check if there are instances of the data being hijacked or interfered with. This will assist the organization in securing the information that they have and thus protect the interest of the organization (Kim & Solomon, 2016).
Reason for Implementation of the Auditing Procedures
It is important that the organization implements the auditing procedures in order to protect its data and information. Auditing procedures help an organization to safeguard its data from being accessed by unauthorized persons and thus the integrity of their data will be protected (Knight, 2015). Another reason for the implementation of the audit procedures is to protect the organization from incurring huge losses due to the loss of data and more so, critical or confidential information. Through security breach as a result of failure to carry out auditing procedures on the system, the organization can lose its data and thus incur losses which can negatively affect the reputation and integrity of the organization (Ortmeier, 2017). Such loss of data can also have negative impacts on the organization’s well-being in terms of trust of its clients in the system used to store data collected (Ortmeier, 2017). The data may also be in possession of fraudsters who may want to blackmail the organization using the data.
Conclusion
System security control is important for any organization and therefore appropriate measures need to be taken to ensure that the organization protects their data. The goals that are set by the organization in terms of security need to be achieved through the constant evaluation of the security system (Kim & Solomon, 2016). This kind of evaluation helps to provide the organization with a reality report of its systems and controls and how well or bad the security controls are functioning in the system. To check if the controls are getting the job done, auditing the user accounts, data transfer and carrying out assessment of the data integrity and safety is crucial for an organization (Kim & Solomon, 2016). Penetration tests can help to tell if the security goals are being met and if the security controls are functioning the way they should be.
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